Profiles API application set up
local via Vagrant, then lift and
shift onto AWS EC2 via deploy
bash scripts - GL

Repo:

« deploy scripts:

https://github.com/Repliika/profiles-APl/tree/master/deploy.

+ application source code:

https://github.com/Repliika/profiles-API

Problems when local: difficult to collaborate, different OS and packages need installing,
conflicts with other applications, clogs system with dev tools

To make the development server we used Vagrant to make our VM with the
requirements. We can then share this with people, create and destroy the server easily.

Application code used python and the Django framework as a web framework so we
can easily create a user profile application using the rest framework that belong with
Django.

Run virtually: SSH into the AWS instance and download +execute the deploy script from
GitHub which will set up a Nginx webserver to host the application which. And finally
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https://github.com/Repliika/profiles-API/tree/master/deploy

running the user profile application in AWS public cloud.

We have a script to fetch updates on the repo, this is done because the initial configure
script has installed Git.

Technologies

Git

VirtualBox

Python, Django, rest framework
Vagrant

AWS EC2

We need to initialize first for our project

~/Documents/ProfilesAPI

$ git init
Initialized empty Git repository in C:/Users/ginoo/Documents/ProfilesAPI/.git/

When creating a Repo we can make a .gitignore file containing a list of files to not
include when pushing up your code.

We need to make our first commit to test

~/Documents/ProfilesAPI
$ git add .

~/Documents/ProfilesAPI

$ git commit -am "first commit™

[master (root-commit) 55fdd67] first commit
2 files changed, 1 insertion(+)

create mode 100644 .gitignore

create mode 100644 README .md
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Generating an SSH Key

We are going to create an encrypted keypair so we can access things in the project via
SSH

~f/Documents/ProfilesAPI

$ 1s ~/_ssh
homelab homelab.pub known hosts

~f/Documents/ProfilesAPI
$ ssh-keygen -t rsa -b 4896 -C "profilesAPI"
Generating public/private rsa key pair.
Enter file in which to save the key (/c/Users/ginoo/.ssh/id rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /c/Users/ginoo/.ssh/id rsa
Your public key has been saved in /c/Users/ginoo/.ssh/id rsa.pub
The key fingerprint is:

An SSH key is made of a asymmetric private and public key.
We are going to create a repo for our source code so we can push to it.

After keypair creation we are going to copy the public key into our GitHub account in
order to push our project to gitHub via SSH

After the SSH key is in the gitHub account we can create an origin to that repo\

~/Documents/ProfilesAPI

% git remote add origin git@github.com:Repliika/profiles-API_git

Check to see if we connected to the right repo and then push our first commit.
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~/Documents/ProfilesAPI

% git remote -v
origin git@github.com:Repliika/profiles-API.
origin git@github.com:Repliika/profiles-API.

git (fetch)

git (push)
~/Documents/ProfilesAPI

% git push -u origin master

The authenticity of host ‘github.com (146.82.112.4)" can't be established.

We should see the repo populated.

¥ master - ) branches 0 tags Go to file Add file ~

This branch is 3 commits ahead, 1 commit behind main.

. Repliika Revert "first commit™ |-

[ READMEmd

README.md

Profiles API project

Now that we have a working repo we can go ahead and create the dev server via
Vagrant

We need to initialize a vagrant file in the folder or you can paste one

~/Documents/ProfilesAPI
% vagrant init
A "Vagrantfile™ has been placed in this directory. You are now

ready to “vagrant up” your first virtual environment! Please read
the comments in the Vagrantfile as well as documentation on
“vagrantup.com™ for more information on using Vagrant.

Profiles API application set up local via Vagrant, then lift and shift onto AWS EC2 via deploy bash scripts - GL



We are going to update the box and install python

We are running a ubuntu machine and mapping port 8000 on the server to 8000 on the
host machine where the box is running on top of.

Disable auto update because it will interfere with the manual update we are specifying
as inline shell arguments. Going to install python venv and zip package

Also as good practice changing python alias to python3 that way we do not have to do
python3 every time we run something because python referred to the old v2 and new
current python is v3

Do Vagrant up and we should be in the box

~fDocuments/ProfilesAPI
% vagrant ssh
Welcome to Ubuntu 18.84.6 LTS (GNU/Linux 4.15.8-163-generic x86 64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical . com
* Support: https://ubuntu. com/advantage

System information as of Thu Dec 30 17:10:34 UTC 2021

System load: @. Processes: 104

Usage of /: }.2% of 38.71GB  Users logged in: (5]
=

Memory usage: 14% IP address for enpBs3: 18.0.2.15

=
Swap usage:
® updates can be applied immediately.

New release "20.84_.3 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

vagrant@ubuntu-bionic:~$ I

Vagrant gives us a synced folder called Vagrant on the system and your working
directory on host
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To test the server we can create a python file to execute in our home folder which
should then be seen inside the box

README.md

ProfilesAPI > hello.py
1 print("hello worl

We can now push everything to the repo as our server is complete. Exit out, destroy the
instance if need be. Finally git add, commit and push
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vagrant@ubuntu-bionic: $ exit
logout
Connection to 127.0.0.1 closed.

~/Documents/ProfilesAPT
¢ Vagrant destroy
default: Are you sure you want to destroy the ‘default’ VM? [y
==> default: Forcing shutdown of VM. ..
==> default: Destroying VM and associated drives...

~/Documents/ProfilesAPT

$ git add

~/Documents/ProfilesAPI
$ git commit -am "Vagrant dev server with python®
[master 6b36df6] Vagrant dev server with python
4 files changed, 173 insertions(+)
create mode 100644 _gitignore
create mode 100644 .vscode/settings.json
create mode 100644 Vagrantfile
create mode 100644 hello.py

~/Documents/ProfilesAPT
$ git push origin
Enumerating objects: 8, done.

Because we are using a django project utilizing the rest APl we need to install some
requirements

create a requirements.txt containing the packages for the application and setup a virtual
environment to install it in, this way we have a container for the dependencies and it
does not interfere with the machine

rant@ubuntu-bionic: cd /vagrant
rant@ubuntu- nic: $ python -m venv ~/env

% source ~fenv/binfactivate
$ pip install -r requirements.txt
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Once everything is installed we can create a django project to manage applications.
make sure to create it in the folder that is synced.

$ django-admin.py startproject profiles project .

$ python manage.py startapp profilesAPI

Make sure to add the application to the settings.py.

INSTALLED_APPS = [
‘django.contrib.admin’,
ontrib.auth"’,

We can now start our django application by running it on port 8000 which was mapped
in the vagrant file to 8000 on our host. Go to 127.0.0.1:8000 and you should be able to
see the app
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http://settings.py/

(env) va untu-bi : % python manage.py runserver ©.9.0.0:3000
Watching for € 41+h StatReloader
Performing system checks .

System check identified no issues (B silenced).

December 31, 2021 - 13:

Django version 3.2.10,

Starting development server
Quit the server w1th CDNTRDL

[31/Dec/2021 1 -3 "GET / H'I_I'Pr‘l 1" 200 10697

) "GET /static/admin/css/fonts.css HTTP/1.1™ 280 423

31/Dec/2021 1 "GET /static/admin/fonts/Roboto-Light-webfont.woff HTTP/1.1" 200 85692
[31/Dec/2021 13: 5] "GET [static/admin/fonts/Roboto-Regular-webfont.woff HTTP/1.1" 280 8587
[31/Dec/2021 13 :36] "GET /[static/admin/fonts/Roboto-Bold-webfont.woff HTTP/1.1" 200 86184
Not Found: /favicon.ico

EBljDecf2B21 13:13:36] "GET /favicon.ico HTTP/1.1" 484 2120

@ The install worked successfully! © X + Y B o x
< c O (@ 127.0.0.1:8000 ® w:k-) O @ » 0@
django View release notes for Django 3.2

(]

The install worked successfully! Congratulations!

You are seeing this page because DEBUG=True is in your
settings file and you have not configured any URLs.

Now we are going to migrate our application into the DB

% p\-"th_cm manage . py mal-:ernigFati;ns profilesAPI

pr'o-Flle-sAPIjmlgr'atlonszBBl initial.py
- Create model UserProfile
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Now we can create the DB

Apply all , sess

Running mig)

bionic: % python manage.py createsuperuser

Name: Gino
Password:
Password (again):

Bypass password validation and create user anyway? [y/N]: y
C

Superuser created successfully.

Now that we have successfully ran out application locally and automating the web
server with Vagrant, we can now migrate our application to the cloud, specifically AWS.

We are going to put all the code into a repo, and we are going to download the
installation script which will copy necessary files, configure nginx webserver, update and
install required packages, create python virtual env, install supervisor which will allow us
to create a process of the django application in order for us to run on the webserver and
this will be connected via uwsgi interface.

We will also create a script to create an admin for us to navigate the admin page

Find the same image you used for vagrant in the AWS AMI marketplace in our case
‘Ubuntu Server 18.04°

With this image, we are going to create our instance, for the keypairs we are going to
use the same pair we made initially for Vagrant to save time.
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Grab the public key located locally to paste into AWS

~fDocuments/awsCredentials

at ~/.ssh/id_rsa.pub
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQDmv TWHmw60zbL BCadU

Import key pair

Import settings

MName

profilesAPI

The mame can include up to 255 ASCI characters. It ¢

Key pair file

[t] Browse

Choose Browse and navigate to your public key. You
into the Public key contents text box.

ssh-rsa
AAAABINzaCTyc2ZEAAAADAQABAAACAQDr

For the instance itself we are going to grab a similar ubuntu 18.04 OS from the AMI
marketplace
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AMis Create Template with AMI ‘ Launch Instance with AMI

Selected AMI: (ami-0a940cb939351ccca)

Q. Ubuntu Server 18.04 x
Quickstart AMIs (1) My AMIs (0) AWS Marketplace AMIs (230) Community AMis (500)
Commonly used AMIs Created by me AWS & trusted third-party AMIs Published by anyone

Refine results Ubuntu Server 18.04 (1 filtered, 1 unfiltered)

Clear all filters

Free tier onlylnfo

1

UbUI'ItLI‘D Ubuntu Server 18.04 LTS (HVM), SSD Volume Type m
ami-0e472ba40eb589F49 (64-bit (x86)) / ami-0a940cb939351ccca (64-bit (Arm))

Ubuntu Server 18.04 LTS (HVM),EBS General Purpose (S5D) Volume Type. Support available
from Canonical (http://www.ubuntu.com/cloud/services).

Platform: ubuntu

Ubuntu 64-bit (x86)

© 64-bit (Arm)

Root device type: ebs Virtualization: hvm ENA enabled: Yes
¥ 05 category L

For the security group, for now only using my IP to see if we can connect and see if
everything works before allowing public use.

* AMI Details

ubuntul/images/hvm-ssd/ubuntu-bionic-18.04-arm64-server-20211129 - ami-0a940ch939351¢ccea
Canonical, Ubuntu, 18.04 LTS, arm6&4 bionic image build on 2021-11-25

Root Device Type: ebs  Virtualization type: hvm

¥ |nstance Type

Instance Type
t4g micro
v Security Groups

Security group name
Description

Type (i)
SSH
HTTP

» |Instance Details

ECUs vCPUs Memory (GiB) Instance Storage (GB)

- 2 1 EBS only

launch-wizard-2
launch-wizard-2 created 2022-01-02T05:22:47.555-05:00

Protocol (i) Port Range (i)

TCRP 22
TCP 80
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Now we can connect via ssh and start building the environment

~/Documents/awsCredentials
% ssh -i "profilesAPI.pem"” ubuntu@ec2-54-84-96-77.compute
Warning: Identity file profilesAPI.pem not accessible: No
The authenticity of host 'ec2-54-84-96-77.compute-1.amazo
ED25519 key fingerprint is SHA256:IgNkHa3qumlxZXtilPgRbd:

This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fin
Warning: Permanently added 'ec2-54-84-96-77.compute-1.ama
Welcome to Ubuntu 18.04.6 LTS (GNU/Linux 5.4.0-1060-aws

Deploy scripts
https:/igithub.com/Repliika/profiles-APl/tree/master/deploy

Now we can curl to fetch our setup.sh file and execute it. Another way to do this is to
paste the script into user data when the instance starts up.

Make sure to grab the raw file from github.

& C Or (ﬁ raw.githubusercontent.com/Repliika/profiles-APl/master/deploy/setup.sh

#! /usr/binfenv bash
set -e

# TODO: 5=t to URL of git repo.
PROJECT_GIT_URL="https://github.com/Repliika/profiles-API.git’

PROJECT _BASE_PATH='/usr/local/aspps/profilesaPI’

HOWEVER, if you just curl it'll spit out the file instead of executing.
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https://github.com/Repliika/profiles-API/tree/master/deploy
http://setup.sh/

ubuntu@ip-172-31-93-113:~% curl -sL https://raw.githubusercontent.com/Repliika/profiles-API/master/deploy/setup.sh
#!/usr/bin/env bash

set -e

# TODD: Set to URL of git repo.
PROJECT_GIT_URL="https://github.com/Repliika/profiles-API. git"

Now that we have an instance running we can add the ipv4 public name to the
settings.py file

Add the local host IP if you'd like it ran on there too or any other machine. and push to
git

ALLOWED HOSTS = |

compute-1.ama

curl -sL https://raw.githubusercontent.com/Repliika/profiles-APl/master/deploy/setup.sh |
sudo bash -

do curl -sL url | sudo bash - — pipe the url into ‘bash -’ the ‘- means to run on bash, not
an input option.
ubuntu@ip-172-31-93-113:~% curl -sL https://raw.githubusercontent.com/Repliika/profiles-API/master/deploy/setup.sh | sudo bash -

Installing dependencies. ..
Hit:1 http://us-east-1.ec2.ports.ubuntu.com/ubuntu-ports bionic InRelease

Hit:2 http://us-east-1.ec2.ports.ubuntu.com/ubuntu-ports bionic-updates InRelease
Hit:3 http://us-east-1.ec2.ports.ubuntu.com/ubuntu-ports bionic-backports InRelease
Hit:4 http://ports.ubuntu.com/ubuntu-ports bionic-security InRelease

Should see this at the bottom of the output and we can now view our site on AWS
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http://settings.py/
https://raw.githubusercontent.com/Repliika/profiles-API/master/deploy/setup.sh

161 static files copied to '/usr/local/apps/profilesAPI/static’.
profilesAPI:
profilesAPI:

available

added process group
profilesAPI: stopped
profilesAPI: started

nginx configured!

Just note below the EC2 address is different as | terminated the previous one and spun
up a new one.

< C ¥ A Notsecure | ec2-3-93-58-37.compute-1.amazonaws.com/api/profile/ = % O @ N = e

REST fram

Api Root / User Profile List

User Profile List

Handle creating, creating and updating profiles

OPTIONS GET ~

POST /api/profile

HTTP 488 Bad Request

Allow: GET, POST, HEAD, OPTIONS
Content-Type: application/json
Vary: Accept

"Enter a valid email address.”
"This field may not be blank."
"This field may not be blank."

Raw data HTML form

Email sef

Enter a valid email address.

Done!
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Anytime you update the repo you can run the update script in the deploy folder to
update*
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