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Custom VPC with public and private subnets allowing private instance with SSH
connectivity via bastion host and external traffic via IGW and NAT Gateway.
Access monitored via VPC Flow logs stored in S3
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« Creating a private virtual cloud to have more control over the security of our
resources. Creating two subnets, one public and one private

¢ Public subnet contains a NAT Gateway for a private instance without a public IP
to send data out, as well as a bastion host to SSH into from the public internet to



then be forwarded into private instance adding layers of security to hide away
access.

« Attaching VPC flow logs to monitor access which will be stored in S3 bucket.
¢ Going to utilize local zones to get lower compute latency.

e SSH Agent forwarding to be able to forward us from bastion host to the private
instance without the need of storing a key onto the instance for added security
and means we do not have to continuously copy the key onto instances. The
Agent will keep the private key portion and the Agent talks to the bastion host as
well as the user to authenticate. Private instance talks to the bastion for the ok of
user, and you are forwarded.

Services:
e AWS VPC:
o Regional level, if the region goes down your VPC goes down

o Creating an isolated private virtual network so we can have control over IP
address range, subnets, route tables, network traffic

* VPC Routing

o How we allow traffic to enter the public cloud for S3 and private cloud for your
private instance as well as the internet to be able to SSH into.

o We route traffic between subnets and this is controlled by route tables which is
defaulted to the main route table made by AWS if not created. Route tables
come with one noneditable local route that matches the CIDR range of the VPC
Itis in, if IPv6 is enabled it will have one for that too.

o VPC router sends the packets via destination IP which is instructed by the
destination field route table. If multiple routes match the higher the prefix the
higher the priority route so /32 beats /16.

¢ Bastion host or jump box
o All admin connections arrive and only way to SSH into internal resources

o Acts as a middleman to filter out connections and to add a layer of security for
the private instance in this case.

e VPC Flow logs

GL



GL

o Enables us to capture information about IP Traffic to and from network
interfaces and subnets and the VPC itself.

o Pushes the data to CloudWatch logs or S3, in our case we will store in S3.
o Not real time

¢ Internet Gateway (IGW)
o Regional level same as VPC but managed by AWS

o Runs from public cloud to be able to connect it with your private cloud network
and or public internet. This allows full usage of AWS services.

o IGW contains in the backend a record that matches the private instance IP to
public IP. The IP is never attached directly to the instance instead it is
associated with the IGW which adds a layer of security. If you are inside the
instance you can only view its private IP address because it doesn't know it
BUT IPv6 does know the public IP.

o Keypair for SSH

o Remember you need a keypair, private key is stored with user and public key
stored on AWS instances which allows for SSH.

o ED25519 type keys do not support windows instances, EC2 instance connect
and EC2 serial console, RSA Supports all.

Steps:

+ When creating VPC, we want one with public + private subnets, public for the
bastion host and private subnet contains our testing instance. We will be
choosing local zone as we want low compute latency speeds, this allows the
instances to be closer to the end user by utilizing edge locations.
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VPC with a Single Public In addition to containing a public subnet, this configuration adds a private

Subnet subnet whose instances are not addressable from the Internet. Instances in Internet, S3,
the private subnet can establish outbound connections to the Intemet via Dynasngs[)%m&?ms:
VPC with Public and the public subnet using Network Address Translation (NAT).
Private Subnets
Creates:
VPC with Public and A /16 network with two /24 subnets. Public subnet instances use Elastic IPs Amazon Virtual Private Cloud

Private Subnets and to access the Internet. Private subnet instances access the Internet via Public Subnet Private Subnet
Hardware VPN Access Network Address Translation (NAT). (Hourly charges for NAT devices [— r—

VPC with a Private Subnet
Only and Hardware VPN Important:
Access

If you are using a Local Zone with your VPC follow this link to
create your VPC.

e Adding name and for the CIDR block we are going to use 10.0.0.0/24 which is
recommended to give us access to subnets.

VPC settings

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

PrivateCloudMetwork

IPv4 CIDR block  Info
10.16.0.0/16

IPv6 CIDR block Info

© No IPv6 CIDR block
Amazon-provided IPvé CIDR block
IPvé CIDR owned by me

Tenancy Info

Default v

Tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional

Q, Name X Q, PrivateCloudNetwork X
Add new tag

You can add 49 more tags.
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« Now we need 2 subnets to place into our private cloud. First we'll make the
private subnet and we'll put it in AZ-1a.

Subnet settings

Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of 'Name’ and a value that you specify.

my-PRIVATE-subnet

The mame can be up to 256 characters long.

Availability Zone Info

Choose the zone in which your subnet will reside, or let Amazon choose one for you.

US East (N. Virginia) / us-east-1a v

IPv4 CIDR block Infa
Q, 10.16.160.0/20 X

¥ Tags - optional

Key Value - optional

Q MName X Q, my-PRIVATE-subnet X
Add new tag

You can add 49 more tags.

‘ Add new subnet ‘

Cancel Create subnet

* Now same thing for the public subnet, but this time put it in a different AZ, |
chose AZ-1b.



Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of ‘'Name’ and a value that you specify.

my-PUBLIC-subnet

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

‘ US East (N. Virginia) / us-east-1b v |

IPv4 CIDR block Info

| Q, 10.16.128.0/20 X |

¥ Tags - optional

Key Value - optional

‘ Q, Name X | | Q, my-PUBLIC-subnet x | ‘ Remove

Add new tag

You can add 49 more tags.

Remove

| Add new subnet ‘

+ And to confirm you should be able to filter via your VPC and see your 2
subnets.

Subnets (8) info | C || Actions ¥ |m

| Q, Filter subnets | S
O Name v Subnet ID v State v VPC a
(] my-PRIVATE-subnet subnet-0d30c662090097bf7 ® Available vpc-02dcec760924a7a3c | PrivateCloudNetwork

(] my-PUBLIC-subnet subnet-098db310a1af37del ® Available vpc-02dcec760924a7a3c | PrivateCloudNetwork

I cubhnnt NAFA1EEZ-2NFTACEA (A Amilahkla wne NThe?7AAAQT TR
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+ We need to make our public subnet auto assign IP so we have an IP for our
future bastion host and for it to be able to talk to the IGW.

Edit subnet settings i

Subnet
Subnet ID Name
subnet-098db310al1af37del my-PUBLIC-subnet

Auto-assign IP settings info

Enable the auto-assign IP settings to automatically reguest a public 1Pv4 or IPvé address for a new network interface in this subnet.

Enable auto-assign public IPv4 address Info

Info

+ We are going to create our internet gateway to able to access public cloud
and public internet.
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Create internet gateway i

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name
for the gateway below.

Internet gateway settings

Name tag
Creates a tag with a key of ‘'Name’ and a value that you specify.

my | GW|

Tags - optional
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional
Add new tag

You can add 49 more tags.

Cancel Create internet gateway

« Remember to attach your IGW!

igw-0a12c¢3bd2cd9723¢3 / mylGW

Attach to VPC

Details info
Manage tags

Delete
Internet gateway 1D State VPCID Owner
igw-0al12c3bd2cd9723c3 © Detached - 016015232204
e Should show attached like below with the correct VPC
mylGW igw-0a12c3bd2cd9723c3 ® Attached vpc-02dcec760924a7a3c | PrivateClou...
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* Route tables: we are going to create destinations for our addresses that are
not wanted within our VPC outbound towards the IGW

Route table settings

MName - aptional
Create a tag with a key of 'Name' and a value that you specify.

myPrivateRoute

VPC
The VPC to use for this route table.

vpc-02dcec760924a7a3c (PrivateCloudNetwork) v
Tags

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional
Q. MName X Q, myPrivateRoute X
Add new tag

You can add 49 more tags.

Cancel Create route table

* So we need to now edit the routes so we can add a destination for our internet
gateway. By default it creates a local target meaning everything within the
private VPC and by default it uses the IP range that is associated with the
VPC. With the proposed destinations it shows anything that is not in the IPv4
CIDR range will be sent to our IGW.

* This is why we told our public subnet to assign public IP addresses for
instances created, so traffic can be sent out for updates.



Edit routes

Destination Target Status Propagated

10.16.0.0/16 Q local % | @ Active No

Q 0.0.0.0/0 X Q, igw-0a12c3bd2cd9723¢3 X - No

L Preview m

+ By default the route table will not be associated with any subnets, so you
must explicitly attach it. Remember a subnet can only have one route table.

Details Routes Subnet associations Edge associations Route propagation Tags
Explicit subnet associations (0) Edit subnet associations

Q 1 ®
Subnet ID v IPv4 CIDR v IPv6 CIDR v

No subnet associations

¢ Now our subnets will know how to route traffic.

Available subnets (2/2)

Q 1 @
Name v Subnet ID v IPv4 CIDR v IPvé CIDR v
my-PRIVATE-subnet subnet-0d30c662090097bf7 10.16.160.0/20 -
my-PUBLIC-subnet subnet-098db310a1af37del 10.16.128.0/20 -

] 3

Selected subnets

subnet-098db310a1af37del / my-PUBLIC-subnet X ‘ ‘ subnet-0d30c662090097bf7 / my-PRIVATE-subnet X ‘

GL 10
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« Bastion host: Create an EC2 instance and make sure it is in your private VPC
and public subnet as this is going to be our jump box we SSH into then allows
us to be forwarded into the private instance.

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage
assign an access management role to the instance, and maore.

Number of instances | | ] |1 Launch into Auto Scaling Group | . )
Purchasing option (j) [ Request Spot instances
Network (i) vpc-02dcec760924a7a3c | PrivateCloudNetwork % & Create new VPC
Subnet () subnet-098db310a1af37det | my-PUBLIC-subnet | u 9 Create new subnet
4091 IP Addresses available
Auto-assign Public IP () Enable <
Hostname type () Use subnet setting (IP name) -

DNS Hostname | | Enable IP name IPv4 (A record) DNS requests
Enable resource-based IPv4 (A record) DNS requests

6 (AAAA record) DN

/7]

]
@

Placement group () [ Add instance to placement group
Capacity Reservation () Open ¥
Domain jein directory (i) No directory . C cCreate new directory
IAM role (i) None 2| C create new 1AM role

Cancel Previous Review and Launch

« Remember to change the source IP accordingly, in my case I'm going to use
'MY IP'.
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Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page. you can add rules to allow specific traffic to reach your instance. For
example, if you want to set up a web server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You
can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: @ Create a new security group

O select an existing security group

Security group name: |E.lastion-SG |
Description:  [SSH for bastion |
Type (i Protocol (i Port Range (i Source (i Description (i
33H hd TCP 22 \ Custom v\ |-3 DR, IP or Security Group | |SSH from admin | %]

Custom
Add Rule Anywhere

¢ SSH time, but before we do that you must change permissions for your pem
file for the bastion host. For Linux it's easy just do chmod 400 keyname.pem
but for windows it's a few lines in the terminal. | used PowerShell and finally
after the few lines we can connect to the instance via SSH because we have
the necessary permissions otherwise you will be denied for being too open.

dmin_ssh.pem /fgrant:r "%(%:

s.exe admin_ssh.pem //inheritance:r

dmin_ssh.pem /finheritance:r

[fingerp

to the list o

Amazon Linux 2 AMI

¢ SSH Agent must be enabled, on Windows it is a service in stop mode, must
start it but it does have a few bugs when starting so change the start up type
to manual which means you choose to start it and you should have no
problems like below:

12
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art-Service ssh-agent

n-add admin_ssh.pem

O

ed: admin_s
shginooiDocumen

ec2-user@3.85.223.167

+ Now that we have a running bastion host we can create the private instance
that we are hiding away in a private subnet away from the public therefore
remember to disable auto-assign public IP.

13



Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take a

Number of instances (j) | 1 Launch into Auto Scaling Group (i)
Purchasing option () [ Request Spot instances
Network 'ii:' | vpc-02dcec760924a7asc | PrivateCloudNetwork 3 c Create new VPC
Subnet (j) | subnet-0d30c662090097bi7 | my-PRIVATE-subnet | 4| Create new subnet

4091 IP Addresses available

Auto-assign PublicIP () | Disable 2|

o For the Security Group, we are going to reference the SG from bastion host
therefore we are only allowing SSH traffic that is equivalent to the one
attached to bastion. This means we can SSH from bastion and nothing else.

Assign a security group: ® Create a new security group

O select an existing security group

Security group name: [Private-SG |
Description: |Referencing Bastion SG |
Type (i) Protocol (i) Port Range (i) Source (i) Description (i)
SSH ~v| |TCP 22 [Custom  v][sg-05a5080c14404t1ab | [SSH only from bastion|

Add Rule

4 3

Cancel Previous Review and Launch

o Lastly, attach the same pem key

| Choose an existing key pair v |
Select a key pair
| admin_ssh | RSA v]

8| acknowledge that | have access to the corresponding private key file, and that without this
file, | won't be able to log into my instance.

Cancel Launch Instances
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 When we connect to the private EC2 instance which is does not have a public
IP to reach, we can connect via private IP. We can use the private IP internally,

so we can connect to it from the bastion host which is connected via public IP

using the public internet.

* As you can see it notes Private instead of Public for this instance.

4. Connect to your instance using its Private IP:

10.16.171.22
Example:

ssh -i "admin_ssh.pem" ec2-user@10.16.171.22

+ Within the shell of the bastion instance we can now SSH into the private one.

* We now have access from the public internet specifically from my IP to a
privately secured instance unavailable to anyone else.

[ecZ-user@ip-18-16-137-13 ~]1% ssh -1 "admin_s
Warning: Identity file admin .pem not acc
The authenticity of hos
fingerprint 1
fingerprint is
you re you want to continue connecting 3 )} 2
Warning: Permanently added '18.16.171.22' (ECDSA) to the list of known hosts.

Amazon Linux 2 AMI

+ We now need to add a NAT Gateway to have outbound internet access so we
can retrieve logs and other data. Remember NAT Gateways are AZ specific.
We must add one into the public subnet so the private subnet can route its
destination addresses to NAT is able to talk to IGW

GL
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Create NAT gateway i

A highly available, managed Network Address Translation (NAT) service that instances in private subnets can use to connect to
services in other VPCs, on-premises networks, or the internet.

NAT gateway settings

Name - optional
Create a tag with a key of '"Name' and a value that you specify.

myMAT

The name can be up to 256 characters long.

Subnet
Select a subnet in which to create the MAT gateway.
subnet-098db310a1af37del (my-PUBLIC-subnet) v

Connectivity type

Select a connectivity type for the NAT gateway.
O Public

Private

Elastic IP allocation 1D Info
Assign an Elastic IP address to the NAT gateway.

eipalloc-089c491tbbf5e0cef v Allocate Elastic IP

+ Right now we have no connection from the private instance due to no internet
access via public IP as shown by pinging.

6( 8

055, time B

+ We need to create a separate route table for the private subnet because we
are attaching a NAT Gateway to give a private instance outbound internet
access by rerouting traffic to the NAT Gateway in the public subnet.

* The first route table will be associated now with only the public subnet which
has destinations internally and external to the IGW

16



GL

+ The new route table is now associated with the private subnet which has
destinations internally and the NAT Gateway we made in the public subnet.

+ When you associate it with the private subnet it will replace the previous
route table.

Edit routes

Destination Target Status

10.16.0.0/16

Q local x| ©@Acive

Q, 0.00.0/0

X Q, nat-04a4c467067652257 X | -

¢ As shown below, ping now works. We have outbound connection from the
private instance.

+ Finally we need to create VPC Flow logs to see IP information about
accessing our private VPC

* We're going to store them in S3, so create a bucket
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onig-flowlogs-vpc i

Objects Properties Permissions

Bucket overview

Metrics Management

&) Bucket ARN copied

AWS Region
US East (M. Virginia) us-east-1

;2 Name (ARN)

arn:aws:s3::onig-flowlogs-vpc

18



Selected resources info

Name v Resource |ID v State

PrivateCloudNetwork vpc-02dcec?e0924a7a3c @ Available

Flow log settings

MName - optional

privateFlowlLogs

Filter
The type of traffic to capture (accepted traffic only, rejected traffic only, or all traffic).

Accept
Reject

O Al

Maximum aggregation interval Info
The maximum interval of time during which a flow of packets is captured and aggregated into a flow log record.

© 10 minutes

1 minute

Destination
The destination to which to publish the flow log data.

Send to CloudWatch Logs
© Send to an Amazon 53 bucket

53 bucket ARN

The ARN of the Amazon 53 bucket to which the flow log is published. You can specify a specific folder in the bucket using the
bucket_ARMN ffolder_name/ format.

am:aws:s3:onig-flowlogs-vpc

@ Please note, a resource-based policy will be created for you and attached to the target bucket.

* Now we can SSH into the bastion instance and then the private one to create
some logs.
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C:ilWine System h
rning: Identity file admin : No s directory.

h.pem not acce

b
Last login:
Amazon Linw
=.amazon.com/amazon-1linu
user@ls 71l.
rning: such file or directory.
Last login:

+ As we can see logs have generated. DONE.

Objects (1)
Objects are the fundamental entities stored in Amazon 53. You can use Amazon $3 inventory E to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant

them permissions. Learn more E
Actions ¥ || Create folder | [t upload
1 @

Q
e . Storage
Name 'y Type Last modified Size
class
D 016015232204 _vpcflowlogs_us-east-1_fl- . December 1, 2021, 08:58:30 426.0 Standard
g {UTC-05:00) B

04b8aecf270bc0a81_20211201T1355Z_becc9a79.log.gz



